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Abstract

Microsoft® Internet Security and Acceleration (ISA) Server 2000 is an extensible enterprise firewall and Web cache server that integrates with the Microsoft Windows® 2000 operating system for policy-based security as well as accelerating and managing internetworking. ISA Server provides two tightly integrated modes—a multilayer firewall and a high-performance Web cache server. The firewall provides filtering at the packet, circuit, and application layer, stateful inspection to examine data crossing the firewall, and control of access policy and routing of traffic. The cache improves network performance and enhances the end-user experience by storing frequently requested Web content. The firewall and cache can be deployed separately on dedicated servers or integrated on the same computer.

Sophisticated management tools simplify policy definition, traffic routing, server publishing, and monitoring. ISA Server builds on Windows 2000 security, directory, virtual private networking (VPN), and bandwidth control. Whether deployed as separate firewall and cache servers or in integrated mode, ISA Server can be used to enhance network security, enforce consistent Internet usage policy, accelerate Internet access, and maximize employee productivity for organizations of all sizes. 
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Introduction

As we enter the new millennium, two opposing themes are being embraced by the world of computing. On one hand: Security is everything. The networked environment is simply too dangerous to plug into without the protection of a firewall. On the other hand: Speed is everything. Fast access to the global Internet with its wealth of corporate intranets and extranets represents the heart and soul of the new computing paradigm.

Microsoft( Internet Security and Acceleration (ISA) Server 2000 is designed to resolve this paradox by eliminating the tradeoff between network security and fast access. ISA Server integrates a multilayer enterprise firewall to provide world-class security and a scaleable, high-performance Web cache to accelerate network performance. ISA Server comes in two versions. ISA Server Standard Edition is a stand-alone server supporting a maximum of four processors. ISA Server Enterprise Edition is designed for larger-scale deployments, supporting server arrays, multilevel policy, and computers with any number of processors.  

ISA Server combines both the firewall and cache functions of the 'network edge' in a single product. It can be integrated in a single server or an array of servers or deployed in a modular fashion using separate machines for each component while sharing the administration and policy.

Firewalls prevent unauthorized users from accessing your internal network by examining incoming data and blocking traffic that isn’t explicitly allowed. They also control internal users’ access to the Internet by defining and enforcing usage policies.

When using ISA Server as a firewall, you benefit from features and technologies, including:

Multilayer Firewall

Stateful Inspection

Broad Application Support

Integrated Virtual Private Networking (VPN)

System Hardening

Integrated Intrusion Detection

Smart Application Filters

Transparency for All Clients

Advanced Authentication

Secure Publishing

E-mail Content Screening

Inspect Secure Socket Layer (SSL) Traffic

Caching can significantly improve network performance, reducing traffic and latency, and improving user experience by providing faster access. It also saves valuable network bandwidth, by locally storing and serving the most frequently requested content. 

When using ISA Server for Web caching, you benefit from features and technologies, including:

· High performance Web cache

· Scalability

· Distributed and hierarchical caching

· Active Caching

· Scheduled Content Download

· Streaming Media Support

· Programmable Cache Control

ISA Server is built on the Windows 2000 technology for advanced security, performance, and management. This provides a range of benefits, including the ability to manage ISA Server users, configuration, and rules with the Windows 2000 Active Directory™. In addition, the powerful support for mixed operating system environments that ISA Server provides lets it act as the only Windows 2000 Server in a network, when necessary. 

To get a better understanding of the security and performance of ISA Server, and the flexibility with which it can be deployed, see the Deployment Scenarios section, where we look at:

· Firewall scenario in a small network 

· Connecting remote clients 

· Enterprise policy scenario with VPN and routing 

· Web publishing scenarios

· Secure server publishing scenarios

· Perimeter network scenarios

ISA Server and its underlying Windows 2000 technology bring security and acceleration of data flow to your organization, no matter what the deployment scenario may be.

Modular Deployment 

ISA Server provides maximum flexibility in deployment. The firewall and caching services can either be deployed separately or as an integrated product. Whether deployed as a stand-alone server or in integrated mode, you get the benefit of managing both from the same console and the ability to consistently apply policy to both the firewall and the Web cache. 

However, there is a significant opportunity to merge the two areas, and a big benefit to organizations from doing so. Firewall and caching are both deployed at the network’s edge or at the connection point between two networks. Most commonly they are deployed between a corporate network and the Internet, but sometimes also within a corporation, such as between branch offices or remote sites. This is an obvious opportunity for synergy and integration to ensure that the security and performance aspects of network connectivity are considered, planned, and managed in tandem. 

Separate deployments, which are more traditional, mean that the security and performance aspects of network connectivity are managed independently, and that they sometimes even conflict with each other. 

This could result in incorrect business decisions or sub-optimal resource allocation. For example, if users complain about slow Internet connectivity, the person responsible for caching may invest more in this area. Alternately, a company may purchase additional bandwidth to improve connectivity when effectively using caching technology provides a better end-user experience at a much lower cost.

Worse yet, a stand-alone cache may pose a security risk by bypassing a company's access policy.

Since access rules are typically applied only at the firewall, an individual's ability to access Internet content may be defined by the arbitrary location of that content on the network (whether or not it has been cached by another user who has authorized access) rather than by the permissions defined by the firewall administrator. And of course, separate cache and firewall mean duplicate or incomplete administration and higher training and operations costs. 

By contrast, the unified management ISA Server provides separate deployments of firewall and caching while not compromising access policies.
.ISA Server provides unified management, including logging, alerting, monitoring, and reporting, providing a comprehensive and accurate picture of an organization’s Internet usage and connectivity needs.

All of this means that ISA Server can provide value to Information Technology (IT) managers, network administrators, and information-security professionals in organizations of all sizes who are concerned about the security, performance, manageability, or operating costs of their networks. ISA Server provides benefits to a spectrum of users ranging from small businesses and branch offices to enterprises with tens of thousands of users, sophisticated security and management needs, and complex usage policies. It can also benefit Internet Service Providers (ISPs), Web hosting companies, and e-commerce sites by securing Web access and caching frequently accessed content. ISA Server lets organizations improve the user experience, protect assets, and distribute content closer to users.

Benefits of ISA Server include:

· Secure internetworking with a scalable, multilayered firewall

· Fast access with a scalable, high-performance Web cache

· Flexible management that integrates with Windows 2000

· A superior platform for extension and customization

Whether deployed as a dedicated firewall and Web cache or an integrated solution, ISA Server provides a powerful tool for network administrators who must optimize both network security and performance. This paper describes in detail the key capabilities and technologies ISA Server offers in each of these areas.

ISA Server Architecture

Microsoft Internet Security and Acceleration Server works at various communication layers to protect the corporate network. At the packet layer, ISA Server implements packet filtering. 

This feature allows policy-based filtering of Internet Protocol (IP) packets and allows the logging of all dropped packets. The policy to be applied may be specified either at the IP level, with explicit IP protocols and IP addresses, or according to criteria set using a high-level application protocol.

If the data is allowed to pass the packet-filtering layer, it is passed to the Firewall and Web Proxy services, where ISA Server rules are processed to determine if the request should be serviced.

ISA Server can also make internal servers securely accessible to external clients. You use ISA Server to create a publishing policy to securely publish your internal servers. The publishing policy, which consists of IP packet filters, Web publishing rules, or server publishing rules, together with the routing rules, determines how internal servers are published. When ISA Server processes a request from an external client, it checks IP packet filters, publishing rules, and routing rules to determine if the request is allowed and which internal server should service the request.

With ISA Server, you can create an access policy that permits internal clients access to specific Internet hosts. The access policy, together with the routing rules, determines how clients access the Internet. When ISA Server processes an outgoing request, it checks routing rules, site and content rules, and protocol rules to determine if access is allowed. A request is allowed only if both a protocol rule and a site and content rule each allow the request and if there is no rule that explicitly denies the request. Some rules can be configured to apply to specific clients. (Unless a rule is explicitly allowed, the firewall denies all requests by default.) In this case, the clients can be specified either by Internet Protocol address or by user name. ISA Server processes the requests differently, depending on which type of client requests the object and on how you configure ISA Server.

Firewall and Security

The firewall service of ISA Server provides secure Internet communication by preventing unauthorized network access. ISA Server works at the packet layer, the circuit layer, and the application layer to protect the corporate network. The firewall functionality is transparent to the other parties in the communication path. The intranet user is unaware that the firewall is interceding, unless the user attempts to access a service or go to a site that has been denied by the ISA Server administrator. The Internet Web server being accessed interprets requests from ISA Server as if they originated from the client applications. 

The ISA Server firewall supports many Internet protocols, including Hypertext Transfer Protocol (HTTP), File Transfer Protocol (FTP), Internet Relay Chat (IRC), H.323, Transparent HTTP, Windows Media™ technologies, RealAudio, RealVideo, email and news. Additional protocols can be easily added by simply defining their port (and secondary port range, if applicable), type (TCP or UDP), and direction (inbound or outbound). For more complex protocols, or for more sophisticated handling of application-layer information, application filters can be added. 

Caching and Acceleration

ISA Server maintains a centralized cache of frequently requested Internet objects that are available to clients. This improves client browser performance, decreases user response time, and reduces bandwidth consumption on an Internet connection.

When a user requests a Web site, the browser parses the URL. If the name contains "dots" such as a fully qualified domain name (FQDN) or IP address, the browser considers the destination to be remote and sends the HTTP request to the ISA Server for processing.

ISA Server Enterprise Edition also allows distributed caching using multiple ISA Enterprise Edition servers. Distributing the cache load allows scaling beyond what a single server can provide, balancing the load, and providing fault-tolerance if a cache server is unavailable. Distributed caching can be implemented with arrays, chains, or a combination of both. ISA Server Enterprise Edition uses the Cache Array Routing Protocol, a scaleable, efficient, and flexible architecture that allows multiple servers to act as a single cache without duplicating content.

Administration
Using policy-based access control, ISA Server can control access based on users and groups, Active Directory users and groups, client protocols, schedules, sites, and content groups and protocols. With ISA Server Enterprise Edition, you can also leverage enterprise-level policy. Administrators can also create and apply policies once and distribute them globally to many servers. ISA Server includes a graphical user interface based on the Microsoft Management Console (MMC), with graphical taskpads and wizards for common activities. Detailed logging, alerting, monitoring, and reporting help administrators understand the status, usage, and performance of the server.

Software Development Kit

ISA Server includes a comprehensive software development kit (SDK) that includes detailed documentation and sample code to help developers create extensions to meet custom security or administrative requirements. The SDK provides examples and explains how to use APIs.


Firewall Protection for Secure Internetworking

It would be great if we lived in a world where firewalls were not needed. But when you connect to the Internet, you plug into a classic good news/bad news situation. The good news is that you’ve just become part of the global network that has revolutionized the way we communicate and conduct business. The bad news is that you have just provided easy access to your own system or private network to malicious hackers who may be connected to the same global network.

The ISA Server firewall allows you to enjoy the benefits of internetworking, while providing you with the security of:

· Protecting your network from unauthorized access

· Defending your internal servers from external attacks

· Enforcing Internet usage and access policies

· Monitoring traffic and alerting on suspicious activities

Overview of ISA Server Firewall Protection

Firewalls provide the defense that allows organizations to enjoy the benefits of Internet connectivity while containing the risks. Firewalls prevent unauthorized users from accessing your internal network by examining incoming and outgoing data and blocking traffic that is not explicitly allowed. They also control internal users’ access to the Internet by defining and enforcing usage policies.

The ISA Server firewall is deployed between the internal network and the outside world (the Internet). The firewall service uses a multihomed machine, meaning that it has more than one network connection. Typically, one network interface card (NIC) is connected to the private network, while another NIC or a modem connects to the outside world. A second ISA Server firewall may be used to create a perimeter network(otherwise known as a DMZ or screened subnet) between the internal and external networks, typically used for securing internal Web servers and application servers while providing limited access to them from the Internet. 

A firewall can enhance security using various methods, including packet filtering, circuit-level gateways, and application gateways. Advanced enterprise firewalls, such as ISA Server, combine several methods to provide protection at multiple network layers. 

Key ISA Server firewall features and technologies include:

· Multilayer Firewall

· Stateful Inspection

· Broad Application Support

· Integrated Virtual Private Networking (VPN)

· System Hardening

· Integrated Intrusion Detection

· Smart Application Filters

· Transparency for all Clients

· Advanced Authentication

· Secure Publishing

· E-mail Content Screening

· SSL Traffic Inspection

Multilayer Firewall

ISA Server provides multilayer firewall protection that lets you maximize security with packet-, circuit-, and application-level traffic screening.

Packet Filtering

By default, no traffic can pass through the ISA Server. The packet-filtering feature of ISA Server allows the administrator to control the flow of IP packets to and from ISA Server. When packet filtering is enabled, all packets on the external interface are dropped unless they are explicitly allowed—either statically by IP packet filters or dynamically by access policy or publishing rules.

IP packet filtering intercepts and evaluates packets before they are passed to higher levels in the firewall engine or to an application filter. IP packet filters can be configured so that only specified packets are passed through the ISA Server. This provides a high level of security for your network. IP packet filtering can block packets originating from specific Internet hosts and can reject packets associated with many common attacks. IP packet filtering can also block packets destined to any service on your internal network, including the Web proxy, Web server, or a Simple Mail Transfer Protocol (SMTP) server, and others. Note that IP packet filtering can also block sent packets and applies to the kernel mode data pump (also called IP routing), which transfers packets without passing them through the IP stack.

IP packet filters can filter packets based on service type, port number, source computer name, and destination computer name. IP packet filters are static, and communication through a specific port is always either allowed or blocked. Allow filters allow all traffic through at the specified port. Block filters always prevent the packets from passing through the ISA Server computer.

Circuit-Level Filtering

Circuit-level filtering inspects sessions, as opposed to connections or packets. A session can include multiple connections, providing a number of important benefits for Windows-based clients running the Firewall Client software. First, like dynamic packet filtering, sessions are established only in response to a user request, improving security. Second, circuit-level filtering provides built-in support for protocols with secondary connections, such as FTP and streaming media. The ISA Server administrator can define the protocol’s primary and secondary connection in the user interface, without any programming or third-party tools, by specifying the port number or range, protocol type (TCP or UDP), and direction (inbound or outbound). 

At the circuit level, the ISA Server Firewall service works with virtually all Internet applications and protocols, such as Telnet, mail, news, Microsoft Windows Media, RealAudio, IRC, and other client applications. The Firewall service makes these applications perform as if they were directly connected to the Internet. Circuit level filtering is offered for firewall and secure network address translation (SecureNAT) clients. SecureNAT is described later in this paper. 

The client application enables Winsock application programming interface (API) calls to communicate with an application running on an Internet-based host. The Firewall service redirects the necessary functions to ISA Server, thus establishing a communication path from the internal application to the Internet application. This eliminates the need for a specific gateway for each protocol, such as NNTP, SMTP, Telnet, or FTP. The Firewall service allows applications with no built-in support for a proxy and no knowledge of the firewall to benefit from the service. 

Circuit-level filtering enables support for virtually all standard and custom Internet applications on the Windows platform. These applications communicate on the network using Winsock and can be supported, unmodified, on client machines that have the Firewall Client software installed.

While SOCKS filters can perform circuit level filtering from clients on which the Firewall Client software is installed, SOCKS requires that modification be made to client applications. For this reason, it is recommended that machines with no firewall client use SecureNAT.  SOCKS should only be used in deployments where SecureNAT is not an option, such as when no gateway of last resort to the Internet exists. 

Application Filters

The most sophisticated level of traffic inspection provided by the ISA Server firewall is the application-level security. “Smart” application filters can analyze a data stream for a particular application and provide application-specific processing, including inspecting, screening or blocking, redirecting, or even modifying the data as it passes through the firewall. This mechanism is used to protect against known exploits such as unsafe SMTP commands or attacks against internal Domain Naming System (DNS) servers. Third-party tools for content screening, including virus detection, lexical analysis, and site categorization, also use application and Web filters to further extend the firewall.

Stateful Inspection

At the packet level, ISA Server inspects the source and destination of the traffic indicated in the IP header and the port in the TCP or UDP header identifying the network service or application used. 

Dynamic packet filters enable opening a port only in response to a user’s request and only for the duration required to satisfy that request, reducing the vulnerability associated with open ports. ISA Server can dynamically determine which packets can be passed through to the internal network's circuit and application layer services. This functionality allows ISA Server to determine the state of a given session. You can configure access policy rules that open ports automatically only as allowed, and then close the ports when the communication ends. This process is known as dynamic IP packet filtering. This approach minimizes the number of exposed ports in either direction and provides a high level of problem-free security for your network. For many application protocols, such as media streaming, dynamic IP packet filtering provides the most secure method to handle dynamically allocated ports.

Broad Application Support

ISA Server works transparently with dozens of major Internet applications using predefined protocols and application filters. ISA Server predefines about 100 application protocols and allows the administrator to define additional protocols based on port number, type (TCP or UDP), and direction. Protocols with secondary connections are supported using the Firewall Client software. In addition, only a corresponding application filter supports SecureNAT clients for protocols with multiple connections. ISA Server includes application filters for the most important application protocols, including HTTP, FTP, SMTP, and streaming media.

Transparent Client Support

ISA Server provides transparent support for client computers that have no special client software installed, running on any platform or operating system, using SecureNAT. ISA Server SecureNAT extends the Windows 2000 NAT functionality by enforcing ISA Server policy for SecureNAT clients, and by providing an extensibility mechanism through application filters.

SecureNAT clients are configured so that all traffic destined to the Internet is sent by way of ISA Server, either directly or indirectly, through a router. SecureNAT provides access to the Firewall service, enabling IP-based access control, content analysis by application filters, and use of the ISA Server cache through the HTTP filter, which redirects traffic to the Web Proxy service. SecureNAT clients can also be servers, such as mail servers, which publish information to the Internet. These servers can be running any application on any operating system with no special software installed.

With the Firewall Client software installed, Windows-based clients have support for virtually all standard and custom Internet applications that are compatible with Windows Sockets (Winsock). These applications communicate on the network using Winsock and can be supported, unmodified, on machines running the Firewall Client. The Firewall service redirects the necessary Winsock functions to ISA Server, making these applications perform as if they were directly connected to the Internet. This eliminates the need for a specific gateway for each protocol, such as NNTP, SMTP, Telnet, or File Transfer Protocol (FTP). The Firewall service allows applications with no built-in support for a proxy and no knowledge of the firewall to benefit from the service.

Client computers that do not have the Firewall Client software can also use the built-in SOCKS filter in ISA Server, which forwards requests from SOCKS 4.3 applications to the Firewall service, enforcing access policy. SOCKS can support any client platform, including Unix, Macintosh, and non-PC devices, for any client application that supports the SOCKS protocol.

ISA Server also includes built-in application filters for the most important Internet protocols, allowing application-specific intelligent inspection and treatment for HTTP, FTP, SMTP e-mail, H.323 conferencing, streaming media, RPC, and more.

Integrated Virtual Private Networking

ISA Server helps you set up and secure a VPN, by integrating with the robust and powerful VPN functionality of Windows 2000 Server. A VPN is an extension of a private network that encompasses links across shared or public networks like the Internet. A VPN enables you to send data between two computers across a shared or public intranet in a manner that emulates the properties of a point-to-point private link. ISA Server can be configured as a VPN server to support secure gateway-to-gateway communication or client-to-gateway remote access communication over the Internet. Windows 2000 standards-based VPN supports PPTP and L2TP/IPSec tunneling technology.

VPN connections allow users working at home or on the road to obtain a remote access connection to an organization server using the public infrastructure. From the user's perspective, the VPN is a point-to-point connection between the computer, the VPN client, and a corporate server, the VPN server. The exact infrastructure of the shared or public network is irrelevant, because it appears logically as if the data is sent over a dedicated private link.

VPN connections also allow organizations to have routed connections with geographically separate offices or with other organizations over a public internetwork while maintaining secure communications. A routed VPN connection across the Internet logically operates as a dedicated WAN link. ISA Server integrates with Windows 2000 VPN service to offer a comprehensive firewall and VPN solution. Windows 2000 VPN is based on industry standards, offering either PPTP or IPSec/L2TP tunneling. ISA Server can be used to set up a server-to-server multimember VPN tunnel to a corporate server or a clients-to-server VPN tunnel to the corporate server.
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The Local VPN wizard runs on ISA Server on the local network. The local ISA Server VPN computer connects to its Internet service provider (ISP). The Remote VPN wizard runs on the ISA Server on the remote network. The remote ISA Server VPN computer connects to its ISP. When a computer on the local network communicates with a computer on the remote network, data is encapsulated and sent through the VPN tunnel. The Client VPN wizard sets up a clients-to-server VPN. A tunneling protocol (PPTP or L2TP) is used to manage tunnels and encapsulate private data. Data that is tunneled must also be encrypted to be a VPN connection. 

System Hardening

You can ‘lock down’ Windows 2000 by setting the appropriate level of security, using predefined templates. The templates are part of the ISA Server System Security wizard. The administrator can select from one of the following security levels:

· Secure. This setting is appropriate when the ISA Server computer has other server applications installed on it, such as an Internet Information Services (IIS) server, database servers, or SMTP servers. 

· Limited Services. This setting is appropriate when ISA Server is functioning as a combined firewall and cache server.

· Dedicated. This setting is appropriate when ISA Server is functioning as a fully dedicated firewall, with no other services running on the operating system. 

The ISA Server System Security wizard leverages the Security Templates provided with Windows 2000. You can use the Security Template snap-in to view the configuration details. 
Integrated Intrusion Detection

ISA Server helps you identify and respond to common network attacks such as port scanning, WinNuke, and Ping of Death. Based on technology licensed from Internet Security Systems (ISS), ISA Server features an integrated intrusion detection mechanism, which identifies when an attack is attempted against your network. The firewall administrator can set alerts to trigger when an intrusion is detected. The alert also specifies what action the system should take when the attack is recognized, which may include sending an e-mail message or a page to the administrator, stopping the Firewall Service, writing to the system event log, or running any program or script. 

ISA Server implements intrusion detection at the packet and application level. At the packet level, ISA Server recognizes and blocks the following attacks:

· Windows out-of-band (WinNuke)

· Land

· Ping of Death

· IP half scan

· UDP bomb

· Port scan

POP and DNS Application Filters

ISA Server also includes The Post Office Protocol (POP) and Domain Name Service (DNS) application filters that analyze all incoming traffic for specific intrusions against the corresponding servers. The DNS intrusion detection filter intercepts and analyzes DNS traffic destined for the internal network. POP intrusion detection filter intercepts and analyzes POP traffic destined for the internal network. The administrator can configure the filters to check for the following intrusion attempts:

· DNS host name overflow

· DNS length overflow

· DNS zone transfer from privileged ports (1-1024)

· DNS zone transfer from high ports (above 1024)

· POP buffer overflow

The firewall administrator can set alerts to trigger when an intrusion is detected. The alert also specifies what action the system should take when the attack is recognized. This may include sending an e-mail message or a page to the administrator, stopping the Firewall Service, writing to the system event log, or running any program or script. 

Smart Application Filters

ISA Server provides smart application filters that analyze and control application-specific traffic by inspecting the actual data. Built-in intelligent filtering of HTTP, FTP, SMTP e-mail, H.323 conferencing, streaming media, RPC, and other data types provides the most robust filtering available.

ISA Server application filters go beyond the packet filtering of most firewalls. While packet filtering examines the source, destination, and type of traffic, application filters provide a more sophisticated level of security by inspecting the actual contents of the traffic passing through the firewall. An application filter can analyze, block, redirect, or even modify the actual data stream by knowing the specifics of the application protocol and data structures. This capability allows application filters to perform application-specific tasks such as transparent access to secondary connections, security enhancements such as blocking potentially harmful commands, or content tasks such as virus detection.

ISA Server includes the following built-in application filters:

· HTTP filter. The HTTP filter forwards HTTP requests from the firewall and SecureNAT clients to the Web Proxy service, enabling transparent caching for clients that do not have their browser configured to direct requests to the Web Proxy.

· FTP filter. The FTP filter intercepts and checks File Transfer Protocol data. A kernel-mode data pump provides high-performance data transfer for approved traffic. The filter also allows optional filtering out of write requests, thereby providing read-only FTP access.

· SMTP filter. The SMTP filter intercepts and checks SMTP e-mail traffic, protecting mail servers from attack and abuse. The filter recognizes unsafe commands and can screen e-mail messages for content or size, rejecting unapproved e-mail before it ever reaches the mail server.

· SOCKS filter. The SOCKS filter supports the SOCKS 4.3a standard, transparently routing client traffic from ‘SOCKSified’ applications through the Firewall Service.

· RPC filter. The RPC filter allows sophisticated filtering of Remote Procedure Call requests based on specific interfaces. The administrator may select which RPC interfaces to expose.

· H.323 filter. The H.323 filter directs H.323 packets used for multimedia communications and teleconferencing. It provides call control, including the ability to handle incoming calls and connect to a specific H.323 gatekeeper.

· Streaming media filter. The streaming media filter supports industry-standard media protocols, including Windows Media Technologies, RealAudio/RealVideo (PNM) and RTSP (used by RealNetworks and Apple QuickTime). It also offers the ability to split live Windows Media streams for sharing between internal clients requesting the same stream, thus saving bandwidth.

· POP and DNS intrusion detection filters. Two filters recognize and block attacks against internal servers, including DNS Host Name Overflow, DNS Zone Transfer, and POP Buffer Overflow.

Transparency for All Clients

When used as a firewall, the ISA Server computer is transparent to other parties in the communication path and can provide extensible, transparent firewall protection for all IP clients using SecureNAT, with no client software required. This means that the Internet user should not be able to tell that a firewall server is there, unless the user attempts to access a service or go to a site where the ISA Server computer denies access. By setting the security access policies, administrators can prevent unauthorized access and malicious content from entering the network as well as restrict what traffic is allowed outbound.

Advanced Authentication

You can enforce strong user authentication for firewall clients with integrated Windows authentication (Kerberos or NTLM) using the optional Firewall Client software. The ISA Server access policy and publishing rules can be configured to allow or deny a set of computers (client address sets) or a group of users from accessing specific servers. If the rule applies specifically to users, then the ISA Server checks the Web request properties to determine how the user should be authenticated.

You can configure ISA Server to require users to be authenticated by ISA Server. That is, you can configure incoming and outgoing Web request settings so that users must always be authenticated before processing rules. This ensures that requests are allowed only if the user making the request is authenticated. You can also configure which authentication method to use. You can configure different authentication methods for incoming Web requests and for outgoing Web requests. 

ISA Server supports the following authentication methods for the Web proxy service:

· Basic (plain text) authentication 

· Digest authentication (in Windows 2000 Domain)

· Integrated Windows authentication (NTLM and Kerberos)

· Client certificates (for incoming requests) and server certificates (for published servers) 

· ISA Server supports NTLM pass-through authentication, the ability to pass a client's authentication information to the destination server, for both outgoing and incoming Web requests. 

Secure Publishing

ISA Server lets you protect Web servers, e-mail servers, and e-commerce applications published behind the firewall from external attacks by allowing only authorized traffic. This means you can publish services to the Internet without compromising the security of your internal network. You can also use ISA Server to publish internal servers, making them available to Internet clients, without putting your network at risk.

For example, you can place your Microsoft Exchange server behind the ISA Server and create server publishing rules that allow the e-mail server to be published to the Internet. Incoming e-mail to the Exchange server are intercepted by the ISA Server computer, which gives the appearance of an e-mail server to clients. ISA Server can filter the traffic and forward it on to the Exchange server. Your Exchange server is never exposed directly to external users and sits in its secure environment, maintaining access to other internal network services.
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The figure illustrates how you can use ISA Server in a similar way to securely publish Web servers. When a client on the Internet requests an object from a Web server, the request is actually sent to an IP address on the ISA Server. Web publishing rules configured on the ISA Server forward the request as applicable to the internal Web server.

Published servers require no special configuration or software installation. This is because the servers benefit from the ISA Server transparent SecureNAT.

E-mail Content Screening

ISA Server lets you prevent unauthorized access to mail servers and stop unacceptable e-mail at the gateway. This powerful functionality allows companies to provide the ever more essential e-mail for corporate communications with employees and others without putting their business at risk.

SSL Bridging

ISA Server supports SSL bridging. For secure Web publishing, this refers to the ability to decrypt encrypted client requests and pass on the request to a destination Web server over a second secure channel, while normally this secondary connection is using unencrypted HTTP requests. For example, ISA Server can service an Internet client’s SSL request by terminating the SSL connection from a client and reopening a new connection with a Web server. SSL bridging is used when ISA Server ends an SSL connection or when it initiates an SSL connection. SSL tunneling is used whenever a client browser requests a Secure Hypertext Transfer Protocol (HTTPS) object on the Web proxy listener port through the ISA Server. 

The benefits of SSL bridging include the ability to enforce consistent security policy while maintaining the security advantages of SSL encryption. SSL bridging does this by offering a secure tunnel into and out of ISA Server, which is subject to ISA policies.

Policy Definition and Access Control

You can define policy and enforce access control when you create rules, making use of a set of pre-defined policy elements, including:

· Schedules. Determine when the rule is in effect.

· Destination Sets. Determine which external IP addresses or sites are affected by the rule.

· Client Sets. Determine which clients are affected by the rule.

· Bandwidth Priorities. Determine how much bandwidth is allocated for the communication.

· Protocol Definitions. Determine which ports and low-level protocols are affected by the rule.

With ISA Server Enterprise Edition, policy elements can be created for the enterprise policy and for an individual array policy. Enterprise policy elements can be used when configuring any enterprise policy rule. Array policy rules inherit enterprise policy rules and can restrict access further, while not allowing access that has been denied by enterprise policy. You can use a simple wizard to create new policy definitions.

Protocol Rules

Protocol rules determine which protocols clients can use to access the Internet. You can define protocol rules that allow or deny use of one or more protocol definitions. You can configure protocol rules to apply to all IP traffic, to a specific set of protocol definitions, or to all except a specific set of protocol definitions.

ISA Server includes a list of preconfigured, well-known protocol definitions—the most popular Internet protocols. You can add or modify additional protocols. When a client requests an object using a specific protocol, ISA Server checks the protocol rules. If a protocol rule specifically denies use of the protocol, the request is denied. The request is serviced only if a protocol rule specifically allows the client to communicate using the specific protocol and if a site and content rule specifically allows access to the requested object.

Site and Content Rules

Site and content rules determine if and when content from specific destinations  (destination sets) can be accessed by users or client address sets. You can allow or deny access to the Internet by creating site and content rules. 

When a client requests an object, ISA Server checks the site and content rules. If a site and content rule specifically denies the request, access is denied. The request is serviced only if a site and content rule specifically allows the client access to the content and if the client is allowed to communicate using the specific protocol. 

Integration with Active Directory means that rules can be applied based on authentication of users and groups by name, in addition to client address sets by IP address or range.

The network administrator creates site and content rules indicating which clients are allowed access to specific destination sets. Site and content rules either allow or deny access to specific sites. If access is denied, the request can be redirected to an alternate URL.  For example, you could create a custom HTML page to which all denied requests are redirected and shown appropriate corporate policy regarding network access. 

Client Support 

ISA Server supports three types of clients:

· Firewall clients

· SecureNAT clients

· Web Proxy Clients 

Firewall Clients

ISA Firewall clients are computers that have Firewall client software installed. Requests from Firewall clients are directed to the Firewall Service on the ISA Server computer to determine if access is allowed. Subsequently, requests may be filtered by application filters and other add-on filters. If the Firewall client requests an HTTP object, then the HTTP Filter redirects the request to the Web Proxy service. The Web Proxy service may also cache the requested object or serve the object from the ISA Server cache. 

The Firewall service supports Windows Sockets version 1.1 applications. Before a Windows Sockets application can gain access to the Internet through ISA Server, the server must be configured to permit user access for the required protocol on the required service ports.

You can install ISA Firewall Client software on client computers running Microsoft Windows 95, Microsoft Windows 98, Microsoft Windows NT® 4.0, or Windows 2000. When you set up ISA Server, you configure the array to which Firewall clients should connect when sending requests to the Internet. You can specify the array by DNS name or by IP address.

SecureNAT Clients

As noted earlier, SecureNAT clients are computers that do not have the Firewall Client software installed. Requests from SecureNAT clients are directed to the SecureNAT layer. The client request is inspected by the Firewall Service to determine if access is allowed. If it is, the request is then handled by the SecureNAT engine, which substitutes a global IP address that is valid on the Internet for the internal IP address of the SecureNAT client. Finally, application filters and other add-on filters may filter the request. If the SecureNAT client requests an HTTP object, then the HTTP filter redirects the request to the Web Proxy service. The Web Proxy service may also cache the requested object or serve the object from the ISA Server cache.

Web Proxy Clients

Web Proxy clients are any CERN-compatible browser application. Requests from Web Proxy clients are directed to the Web Proxy Service on the ISA Server computer to determine if access is allowed. The Web Proxy service may also cache the requested object or serve the object from the ISA Server cache.

You can configure the Web browser client after installing the ISA Server client software. Each Web browser is configured through its own user interface—typically, by menu items such as Options, Preferences, or Settings.

When you install ISA Firewall Client software, the Web browser settings on the firewall client desktop can be configured automatically. Subsequently, you can reconfigure the Web browser clients.

Web Caching for Fast Access

Caching can significantly improve network performance, reducing traffic and latency, and improving the user experience by providing faster access. It also saves valuable network bandwidth by locally storing and serving the most frequently requested content. 

ISA Server includes a scaleable Web cache that improves client browser performance, decreases user response time, and reduces bandwidth consumption on Internet connections. Caching can also be used to distribute content around an internal network or at multiple points of presence (POPs) around the Internet, bringing popular content closer to users to save bandwidth and improve the user experience.

Caching may be deployed to aid and improve performance for users on the internal network accessing resources on the external Internet, known as “browser acceleration” or forward caching. ISA Server may also be deployed in a “server acceleration” or reverse-caching configuration to improve and accelerate external users’ access to internal Web servers.

ISA Server offers a scaleable, high-performance cache.  RAM caching and efficient disk use reduce latency and ensure the fastest access to cached content. With ISA Server Enterprise Edition, you can distribute the cache across an array of multiple servers to act as a high-capacity virtual cache, splitting the load for better scalability while providing automatic load balancing and fault-tolerance.

ISA Server Web Caching Features

Key features of ISA Server Web caching are:

· High-performance Web Cache

· Scalability 

· Distributed and Hierarchical Caching

· Active Caching

· Scheduled Content Download

· Streaming Media Support

· Programmable Cache Control

High-Performance Web Cache 

The fast RAM caching and optimized disk cache store used in ISA Server accelerate Web access and save network bandwidth. The Web Proxy service of ISA Server maintains a cache of Web objects and attempts to fulfill the client’s request from the cache. If the request cannot be fulfilled from the cache, the ISA Server computer initiates a new request on behalf of the client. Once the remote Web server responds to the ISA Server computer, the ISA Server computer caches the response to the original client request and sends a response to the client.

The fast ISA Server RAM caching keeps the "hottest" items in RAM. It optimizes response time by retrieving those items from memory rather than from disk. The optimized disk cache store minimizes disk access on both read and write operations. Those techniques optimize response time and the overall system performance.

ISA Server supports forward caching for outgoing requests to the Internet. ISA Server also supports reverse caching for incoming requests to an organization’s Web server. Clients in both forward caching and reverse caching benefit from the full gamut of ISA Server caching and routing features.

ISA Server includes an HTTP redirector filter, which allows Firewall and SecureNAT clients to benefit from the caching features with no additional configuration of the client Web browser. When the HTTP redirector is enabled, Web requests from both Firewall and SecureNAT clients can be cached.

Scalability 

With ISA Server Enterprise Edition, you can scale out your cache easily and efficiently in several ways. Individual ISA Server computers can be scaled out by adding more CPUs using Symmetric Multiprocessing (SMP), more disks, and more RAM. (ISA Server Standard Edition can scale by adding more CPUs—to a maximum of four processors. However Standard Edition does not scale in arrays.)
In addition, the use of Cache Array Routing Protocol (CARP) lets ISA Server Enterprise Edition computers be grouped together in arrays that are viewed and managed as one partitioned logical cache. An array can be used to provide fault-tolerance, load balancing, and distributed caching. Not only do arrays allow a group of ISA Server computers to be treated and managed as a single, logical entity, but an array installation also means increased performance and bandwidth savings. Arrays allow client requests to be distributed between multiple ISA Server computers, which improves response time for clients. And, because load is distributed across all the servers in the array, you can achieve good performance even with moderate hardware. 

Other features that enhance the scalability of ISA Server include:

· SMP. ISA Server was designed to scale up with multiple processors by optimizing for Windows 2000 Symmetrical Multiprocessing (SMP). Unlike many other products, ISA Server uses the extra processing power to boost performance.

· Network Load Balancing. ISA Server uses the Windows 2000 Advanced Server Network Load Balancing (NLB) Service to provide fault-tolerance, high availability, efficiency, and performance through the clustering of multiple ISA Server machines. NLB is especially useful in the firewall, reverse-cache (Web publishing), and server publishing deployment configurations. 

· CARP. For forward caching, ISA Server Enterprise Edition uses the Cache Array Routing Protocol (CARP) to provide seamless scaling and extreme efficiency when using an array of multiple ISA Server computers. CARP uses hash-based routing to provide a deterministic "request resolution path" through an array. The request resolution path, based on a hashing of array member identities and URLs, means that for any given URL request, the browser or downstream proxy server knows exactly where in the array the information is stored—whether already cached from a previous request or making a first Internet hit for delivery and caching. CARP eliminates duplicating contents that otherwise occurs on an array of cache servers, providing even load distribution and positive scaling. It automatically adjusts to adding or deleting servers in the array. The hash-based routing means that when a server is either taken offline or added, only minimal reassignment of URL cache locations is required.

Distributed and Hierarchical Caching

You can configure your network to place caches closest to users or in chained configurations with multiple and backup routes. This scenario works very well in a model of hierarchically interconnected branch offices, for example. 

With ISA Server Enterprise Edition, content caching is distributed among an array of ISA Server Enterprise Edition computers. By distributing the load of cached objects, ISA Server enhances caching performance and provides fault-tolerance in the event that an ISA Server computer becomes unavailable. 

ISA Server also supports chained (or hierarchical) caching. The term chaining refers to a hierarchical connection between individual ISA Server computers or arrays of ISA Server Enterprise Edition computers. Requests from clients are sent upstream through the chain of cache servers until the requested object is found. Chaining is an effective means of distributing server load and fault-tolerance.

You can arrange ISA Server computers in a hierarchy for branch office or departmental use. Requests from clients are sent upstream through the hierarchy until the requested object is found. When the object is located on an upstream server, it is cached at every server's cache, until it is returned to the client. 
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The figure illustrates how chaining works. It illustrates a client at a branch office requesting an Internet object. The request is sent to the branch office ISA Server computer, then on to the regional or corporate headquarters (main office) before sending the request to the Internet. After retrieving the object from the Internet, the ISA Server at the main office caches the requested object and returns it to the ISA Server at the branch office. At the branch office, the ISA Server caches the object and then returns it to the client. Hierarchical caching is useful in this scenario as objects are initially routed through the main office to the Internet while subsequent requests for the same object are serviced directly from the branch office ISA Server arrays.

Chained caching is significant because it enables caching to take place closer to users. For example, within an enterprise, caching can move beyond a single, central location at the edge of an organization's network and toward the branch office and workgroup levels. With an Internet service provider (ISP), caching can move toward a regional ISP point of presence as opposed to one central ISP point of presence. In addition, chained caching provides fault-tolerance in that it provides a backup route when the primary route is not working.

Web Proxy Routing

Web Proxy routing rules take the concept of chaining one step further by allowing you to conditionally route requests, depending on the destination. For example, an organization with a branch office in the United Kingdom might set up an ISA Server computer at the branch office. The branch office array might be connected to an Internet service provider in the United Kingdom. A routing rule on the ISA Server computer at the branch office could direct requests for Internet hosts in the United Kingdom to the local ISP, with all other requests directed to the ISA Server array at headquarters. In this way, the downstream ISA Server computer, at the branch office in the United Kingdom, benefits from the ISA Server cache at headquarters. That benefit is augmented by caching objects retrieved from the local ISP on the ISA Server in the branch office.
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The figure above illustrates how Web Proxy requests can be routed to different servers, depending on the requested destination. Here, the ISA Server computer in the branch office routes client requests for all domestic sites to the Internet. Client requests for all other sites are routed to the upstream ISA Server computer at headquarters.

Chained Authentication

ISA Server supports chained authentication when routing requests to an upstream server. Requests are chained to an upstream server when the ISA Server routing rules are configured to route to an upstream server. Before the request is routed, the downstream ISA Server might require that the client authenticate itself. In addition, when the request is routed, the upstream server might also require authentication. In this case, the downstream ISA Server passes the client's authentication information to the upstream server.

Sometimes, the upstream server may not be able to identify the clients requesting the object. In this case, the downstream ISA Server can pass its own credentials—essentially masquerading as the client making the request—to the upstream server. When you configure the downstream server settings, you specify the account to use when passing client requests to an upstream server. In addition, the upstream server can delegate client authentication to the downstream proxy. In this case, the upstream server authenticates only the downstream server, which, in turn, takes care of the actual client authentication.

Active Caching

Active caching helps you optimize bandwidth usage with proactive refreshing of popular content. ISA Server can be configured to automatically update objects in a cache. With active caching, objects that are frequently accessed are automatically updated before they expire, during periods of low network traffic.

Active caching is a way to keep objects fresh in the cache by verifying them with the origin Web server before the object actually expires and is accessed by a client. The goal is to speed up those client accesses that would normally require a round-trip to the origin server to revalidate the data. Since there is an expense to this (in both proxy processing and network bandwidth), the goal is to only refresh objects that are likely to be accessed in the future by a client. Pure popularity is not a good guide because many popular pages never expire due to clients refreshing the pages manually to keep the data fresh. In addition, an object may be popular for only a short time. The active caching code tries to identify objects that precisely follow the pattern of accessed content that would be helped by active refreshing—an object that expires and is then touched again by a client. 

The lifetime of an actively cached object:

1. An object is requested by a client (possibly for the first time) and downloaded.

2. The object expires.

3. If a client accesses that object in a time period of less than “n” of its Time to Live (TTL) periods, it is added to the active cache list.

4. As long as the object is accessed at least once in the “n” TTL periods after being refreshed, it remains on the active cache list.

5. While on the active cache list, the object is refreshed before it expires. The exact time it is refreshed depends on how busy the proxy is. If the proxy is relatively idle, the object is refreshed about 50 percent of the way to expiring. If the proxy is very busy, it is not refreshed until just before it expires. Intermediate values of "busy" leads to intermediate times of refreshing. 

6. If the object is not accessed in that period, it is removed from the list and must go through the original criteria to be put back on the list.

Scheduled Content Download

ISA Server further extends caching performance with a customizable cache download feature. You can use the ISA Server scheduled content download feature to download the HTTP content directly to the ISA Server cache, on request or as scheduled. This enables you to update the ISA Server cache with HTTP content that you anticipate will be requested by clients in your organization. This content is available for access directly from the ISA Server cache, rather than from the Internet. 

You can download a single URL, multiple URLs, or an entire Web site. When you create a scheduled cache content download job, you can limit which content should be downloaded. For example, you can limit the download to a single domain. Similarly, you can limit how many links to follow. You can also limit the download to text content only. When you schedule content download, you can configure dynamic content to be cached by configuring the ISA Server cache to store the objects, even if the HTTP cache control headers indicate that they are not necessarily cacheable. The download occurs according to a preconfigured and, optionally, recurring schedule. 

Scheduled content download jobs can be configured for outgoing Web requests and for incoming Web requests. For outgoing Web requests, you determine which objects on the Internet users most often request. You can then schedule jobs that retrieve the objects from the Internet and load them into the cache. For incoming Web requests, you can schedule content download jobs that retrieve content from your internal Web servers and maintain the content in the ISA Server cache.

Streaming Media Support

Microsoft ISA Server provides a Streaming Media filter, which provides transparent support for popular media formats. In addition, splitting live media streams on the gateway can save bandwidth. Both firewall and SecureNAT clients can now have access to the following streaming media protocols, to access media streaming servers such as Microsoft Windows Media Technology (WMT) Server:

· Microsoft Windows Media (MMS), which allows Windows Media Player client access and server publishing 

· Progressive Networks protocol (PNM), which allows RealPlayer client access and server publishing 

· Real Time Streaming Protocol (RTSP), which allows RealPlayer G2 and QuickTime 4 client access and server publishing 

Programmable Cache Control

ISA Server includes cache control features. These allow cached objects to be loaded or deleted programmatically with the caching API. You can configure whether ISA Server should cache the following types of HTTP objects:

· Objects larger than a specified size 

· Objects whose last modification date is not specified 

· Objects that do not have a 200 response 

· Objects with question marks in their Uniform Resource Locator (URL) 

In an SSL bridging scenario, ISA Server can cache HTTP and SSL objects. And you can use the FPCWebRequestConfiguration COM object to configure whether SSL objects should be cached. 

Increasing Security with Caching 

ISA Server increases security even when only being used in Caching mode, because ISA Server lets you use access policy to restrict who can see data. For example, site and content rules can restrict particular users from accessing sites, even when you are not using Firewall mode. ISA Server allows the caching of both internal and external content, so organizations can benefit from the greater speed and efficiency of caching, while controlling the access of employees and others to policy restricted Internet sites or critical proprietary data inside the company. 

Unified Management and Windows 2000 Integration

ISA Server benefits from the unified management that comes from Windows 2000 integration. You can manage ISA Server users, configuration, and rules with Active Directory.  Authentication, network services, management tools, and bandwidth control extend Windows 2000 technologies. ISA Server is built on Windows 2000 technology for advanced security, performance, and management. The following is a list of Windows 2000 technologies that ISA Server has taken advantage of to provide better security, performance, and management:

· Network Address Translation. ISA Server features SecureNAT, an extension of the Network Address Translation technology built into Windows 2000 Server. 

· Integrated Virtual Private Networking. ISA Server can be configured as a VPN server to support secure gateway-to-gateway communication or client-to-gateway remote access communication over the Internet. Windows 2000 standards-based VPN supports PPTP and L2TP/IPSec tunneling technology.

· Authentication. ISA Server supports Windows authentication methods, including Basic, NTLM, Kerberos, and digital certificates.

· System Hardening. ISA Server uses the Windows 2000 Security Templates to lock down the operating system at different levels of security.

· Active Directory Storage. When using arrays, ISA Server Enterprise Edition configuration and policy information is stored centrally in Active Directory. In addition, ISA Server can apply access controls to Users and Groups defined in Active Directory. 

· Tiered Policy Management. By leveraging Active Directory with ISA Server Enterprise Edition, the enterprise administrator can define one or more enterprise policies and apply the policies to the arrays in the enterprise. This provides tiered management of access as well as a scalable administration model.

· MMC Administration. The management interface of ISA Server is a MMC snap-in, providing both a Taskpad view and Advanced View for navigation. MMC is extensible, allowing third-party products to seamlessly integrate into the ISA Server administration console and providing a single management interface.

· Quality of Service. (QoS): ISA Server provides bandwidth control management, building on the Windows 2000 Quality of Service technology to prioritize data traffic.

· Multiprocessor Support. ISA Server takes advantage of the Symmetric Multiprocessing (SMP) architecture of Windows 2000 to scale up performance with multiprocessor computers. (ISA Server Standard Edition supports a maximum of four processors.)

· Client-side auto-discover. By supporting WPAD and WSPAD technology, Internet browsers can automatically discover the ISA Server on the network without configuring the clients. 

· Administration COM Object. ISA Server provides programmatic access to the rules engine and all administrative options. 

· Web Filters. ISA Server Web filters, based on ISAPI, can inspect or control HTTP and FTP traffic coming across the gateway. 

· Alerts. ISA Server alerts can write to the Windows 2000 Event Log. 

Integrated Administration

ISA Server lets you administer the firewall, Web cache, and proxy services with a consistent set of tools and rules, including access control, reporting, alerting, and monitoring. ISA Server combines both the firewall and cache functions of the ‘network edge’ in a single product. It can be integrated in a single server or array of servers or deployed in a modular fashion using separate machines for each component while sharing the administration and policy. The unified management of ISA Server addresses the challenge of managing both network security and Web performance. From a single interface, administrators can set access policies that are applied to both the firewall and the cache, providing consistent control over Internet access.  

Policy-Based Access Control

With policy-based access control, you can enforce Internet usage policy by controlling access by user, group, application, destination, schedule, and content type. Many companies have usage policy statements, outlined in an employee handbook or guidelines document, defining what uses are allowed, restricted, or prohibited, and for whom. ISA Server enables an organization to ensure that its employees and external users comply with these policies by inspecting all incoming and outgoing requests and applying access rules.

ISA Server rules use predefined, customizable, extensible, and reusable policy elements, including:

· Client address sets (defined by IP addresses)

· Destination sets (defined by computer name, a specific path on a computer, URL, or IP addresses)

· Protocols

· Content groups for HTTP and tunneled FTP traffic (MIME types and file extensions)

· Schedules

· Bandwidth priorities

Once these elements have been defined, they are used to create an access policy, which consists of protocol rules and site and content rules. Protocol rules define which protocols can be used for communication between the local network and the Internet. For example, a protocol rule might allow clients to use the HTTP protocol. Site and content rules define what content on which Internet sites can be accessed by clients behind the ISA Server computer. For example, a site and content rule might allow clients to access any destination on the Internet. Both protocol rules and site and content rules are processed at the application level.

Access rules are not ordered. However, rules that deny access are enforced over rules that allow access.

Access rules apply to content stored in the ISA Server cache as well as to content crossing the firewall. This unified access control ensures that the corporate usage policy is applied consistently; even to content that has been cached inside the network. User authorization is required to access any content, regardless of its location on the network.

Wizards provide step-by-step assistance for creating new policy elements and rules, simplifying the task, and ensuring that all the required information is included. 

Access policy rules apply to all types of clients: Firewall clients, SecureNAT clients, and Web Proxy clients.

In addition to Internet access policy, you can configure a publishing policy for incoming requests. This consists of server publishing rules and Web publishing rules. Server publishing rules filter all incoming requests and map incoming requests to the appropriate servers behind the ISA Server computer. Web publishing rules map incoming requests to the appropriate Web servers behind the ISA Server computer.

Tiered Policy 

ISA Server Enterprise Edition supports two levels of policy—array-level and enterprise-level. Array-level access policy (local policy) is used for stand-alone servers and arrays. As an enterprise administrator, you can define enterprise-level policy elements and enterprise-level rules. You can select a centralized enterprise policy that applies to all arrays in the enterprise or a more flexible policy whereby each array administrator can define a local policy. The enterprise policy can be applied to any array and can be augmented by the array's own policy. 

You can create enterprise-level and local array policies for centralized or local enforcement. ISA Server can be installed as a stand-alone server or, with ISA Server Enterprise Edition, as an array member. Array members share the same configuration, easing management and administration. When you modify the array configuration, all the ISA Server computers in the array are also modified, including all the access policies and cache policies.

The centralized administration can also mean greater security. All the administrative tasks can be performed from one computer, and the configuration is applied to all, ensuring that all the servers have the same access policies configured. This is particularly useful in large organizations, where arrays can include many ISA Server computers.

Array policy

You can create site and content rules, protocol rules, IP packet filters, Web publishing rules, and server publishing rules at the array level. Together, these rules compose an array policy. The array policy determines how the ISA Server clients communicate with the Internet and what communication is permitted. As the name implies, the array policy applies only to the ISA Server computers in the array.

Enterprise policy

The enterprise policy takes this centralized management one step further, allowing you to implement one or more enterprise policies, which include site and content rules and protocol rules. An enterprise policy can be applied to any array and can be augmented by the array's own policy. This enforces enterprise policies at branch and departmental levels, while allowing local administrators to further restrict access.

You can determine how the enterprise policy should be used by the array administrators in the organization. The enterprise administrator might decide on a very restrictive policy. In this case, no array policies are configurable. Or, the enterprise administrator might decide on a very liberal policy, allowing the array administrators to define any rules. In this case, no enterprise policy is applied to the array. A mixed approach might be to allow array policies while still applying an enterprise policy. In this scenario, the array administrator can define array policy rules, which restrict the enterprise policy rules further.

For example, an enterprise policy might only allow access to HTTP addresses and deny communication using all other protocol definitions. An array that uses this enterprise policy can add a rule that limits who can use the HTTP protocol. But the array policy cannot overwrite the enterprise policy and allow communication using other protocols.

Intuitive User Interface

You administer ISA Server with an MMC-based user interface, graphical taskpads, and wizards that simplify security and cache management, making ISA Server management powerful yet user friendly. The user interface is also extensible using the ISA Server Administration COM objects. A Getting Started Guide and a powerful set of “wizards” and taskpads make deployment and customization easy. Network administrators are given powerful tools for monitoring, logging, alerting, and reporting. And ISA Server benefits from tight integration with Windows 2000 that lets you focus on the task, not the tool. 

Industry research has shown that more security vulnerabilities are caused by misconfigured firewalls than by design flaws in the hardware or software. Consequently, Microsoft has invested considerable effort to ensure that the ISA Server user interface is as straightforward as possible and includes tools and tips to simplify administration. The ISA Server administrator can focus on the task at hand, enforcing security, defining policy, and accelerating Internet access, rather than on mastering the tools required to get the job done.

ISA Server has the same consistent user interface (UI) that has made Microsoft applications and services a global model of design consistency and ease of use. 

Microsoft Management Console

The management interface of ISA Server is a MMC snap-in, providing both a Taskpad view and Advanced View for navigation. It is used for a spectrum of administrative tasks, including creating protocol rules, viewing sessions and reports, configuring logging and alerts, enabling active caching, managing bandwidth, managing arrays, and other tasks. MMC is extensible, allowing third-party products to seamlessly integrate into the ISA Server administration console and providing a single management interface.

Task Pads

You can run ISA Server in Taskpad view or in Advanced view. Taskpads include shortcuts to run tasks such as starting wizards, opening property pages, and opening Web pages. Taskpad view is available for most objects in the console tree.

Wizards

ISA Server comes with several “wizards” to lead you through creating rules, publishing servers, system hardening, and other tasks.  Some of the wizards included in ISA Server are:

Getting Started Wizard

Local ISA VPN Wizard

Remote ISA VPN Wizard

Protocol Rule Creation Wizard

System Security Wizard

Online Help

ISA Server provides extensive online help, which includes an index and versatile search capabilities, making it easy to find the information you need. 

Logging

ISA Server supports extensive event logging. A broad range of events is logged, ranging from basic network management information such as low disk space and configuration issues to security alerts of access policy violation and hacker attacks. 

ISA Server produces three logs: Packet Filter, Web Proxy, and Firewall Service. The administrator can select from three log formats: 

· W3C Extended File Format (default). W3C logs contain both data and directives describing the version, date, and logged fields. Because the fields are described in the file, unselected fields are not logged. The tab character is used as delimiter. Date and time are in GMT.

· ISA Server text format. ISA format contains only data with no directives. All fields are always logged; unselected fields are logged as dash to indicate they are empty. The comma character is used as delimiter. The date and time fields are in local time.

· Logging to an Open Database Connectivity (ODBC) database. Such as Microsoft Access or Microsoft SQL Server™. Log files are created on every ISA Server in the array, using array-wide configuration settings. For security reasons, you should always log to NTFS volumes. Log files stored on NTFS partitions may be compressed to reduce the disk space required. 

Built-in Reporting

The ISA Server package includes a predefined set of reports that can be extended by third-party vendors. The predefined reports are:

· Summary Reports. The summary reports include a set of reports that illustrate network traffic usage, by application. The summary reports combine data from the Web Proxy Service and Firewall Service logs. These reports are most relevant to the network administrator or the person managing or planning a company's Internet connectivity. 

· Web Usage Reports. The Web Usage reports include a set of reports that detail top Web users, common responses, and browsers. The reports are based on the Web Proxy Service logs. These reports are most relevant to the network administrator or the person managing or planning a company's Internet connectivity. It shows how the Web is being used in a company.

· Application Usage Reports. Application usage reports illustrate Internet application usage in a company: incoming and outgoing traffic, top users, client applications, and destinations. Application usage reports are based on the Firewall Service logs. These reports are most relevant to the network administrator or the person managing or planning a company's Internet connectivity, as they can help plan network capacity and determine bandwidth policies.

· Traffic and Utilization Reports. Traffic and utilization reports illustrate total Internet usage by application, protocol, and direction; average traffic and peak simultaneous connections; cache hit ratio; errors; and other statistics. Traffic and utilization reports combine data from the Web Proxy and Firewall Service logs. These reports can help plan and monitor network capacity and determine bandwidth policies.

· Security Reports. Security reports illustrate attempts to breach network security. The reports are based on the Web Proxy Service, Firewall Service, and Packet Filter logs. Security reports can help identify attacks or security violations after they have occurred.

Monitoring and Alerting

Real-Time Session Monitoring lets you track real-time session and performance monitoring data. With it, you can also define alerts to notify an administrator, stop a service, or execute a script in response to important system events occur. The alert feature of ISA Server notifies administrators when specified events occur and can trigger a series of actions when an event occurs. The ISA Server alert service acts as a dispatcher and as an event filter. It is responsible for catching events, checking whether certain conditions are met, and then executing corresponding actions.

You can set one or more of the following actions to be performed when an alert condition is met:

· Send an e-mail message. 

· Execute a command. 

· Log the event in the Windows 2000 Event Log. 

· Stop or start any ISA Server service: ISA Firewall service or Web Proxy service. 

The ISA Server Administration tool can be used to view a full list of events supplied with ISA Server and to configure which actions should be triggered when an event occurs. You can select which event triggers an alert action and can limit the condition to a particular server in the array. You can also configure the following:

· How many times per second the event should occur before issuing an alert (also called the event threshold) 

· How many events should occur before the alert is issued again

· How long to wait before issuing the alert again

Bandwidth Priorities

You can set bandwidth priorities to optimize resource allocation, prioritizing bandwidth by user, group, application, destination site, or content type. With ISA Server, you can control the use of bandwidth through configuring bandwidth rules. Bandwidth rules determine how much bandwidth should be allocated for any connection request, as defined by the following parameters:

· One or more protocol definitions 

· Users or IP addresses 

· Destination sets 

· Schedule 

· Content types

You can set the bandwidth priority either to the Windows 2000 default scheduling priority or to a bandwidth priority you previously configured. If you select Windows 2000 default, then the specified communication is guaranteed a minimum network bandwidth. 

Bandwidth rules are ordered with the default bandwidth rule processed last. For each new connection, the ISA Server processes the bandwidth rules, in order. The first rule is processed first. If the request matches the conditions specified by the rule, the bandwidth priority is applied to the request. Otherwise, the next rule is processed. This continues until the last default rule is processed and applied to the request.

Multi-Server Management 

ISA Server Enterprise Edition computers can be grouped together in arrays. An array is a group of ISA Server Enterprise Edition computers used to provide fault-tolerance, load balancing, and distributed caching. Arrays allow a group of ISA Server Enterprise Edition computers to be treated and managed as a single, logical entity.

All the servers in the array share a common configuration. This saves on management overhead since the array is configured once, and the configuration is applied to all the servers in the array. Furthermore, you can apply an enterprise policy to an array, allowing you to centralize management for all the arrays in your enterprise. 

Remote Management

ISA Server supports remote management of ISA Server computers, using the MMC, Windows 2000 Terminal Service, or DCOM command-line scripts. You can remotely manage an ISA Server computer by doing one of the following:

· Installing ISA Management and connecting to the ISA Server computer. 

· Running Terminal Server client and connecting to the ISA Server computer. 

· Remote administration using ISA Management.

As part of the installation process, you can choose to install just ISA Management. After installation, you can run ISA Management and connect to a remote ISA Server computer to manage it. 

To manage a remote ISA Server computer, you must be a member of the Administrators or Server Operators group on the remote computer. Also, both the user account and the server computer must be members of the same domain or within trusted domains.

A Superior Platform for Extension and Customization

In addition to its basic user interface (UI), ISA Server includes an extensibility model. Using the ISA Server Administration, COM objects can extend its entire user interface. The objects can be extended using Microsoft Visual Basic® development system or scripting languages, such as VBScript or JScript® development software.

You can also use the ISA Server Administration COM objects to configure parameters that are set using the ISA Server Administration utility. In addition, ISA Server implements functions that allow application developers to extend the core functionality of ISA Server in the following areas:

· Administration tools 

· Application filters 

· Web filters 

· User interface extensions 

· Caching extensions 

· NAT editors 

· Alerting 

· Log analysis

Scripting can be useful in many scenarios. For example, if you want to prohibit access to a list of sites, you can write a script that creates a destination set with the sites and then creates a site and content rule that prohibits access to the destination set. When the script is run, a new site and content rule is added to the array policy.

ISA Server includes sample scripts that can be used without having to develop scripts from scratch. Instead, you can modify the sample script by specifying the desired protocols, rules, or sites that the script uses for its actions.

Extensible Administration

The ISA Server Administration COM object model allows for automation of everything that is done through ISA Management and gives developers a mechanism to extend ISA Server functionality. Scripting allows you to use the ISA Server Administration COM objects to access and control any ISA Server array within an organization. The administration objects allow for automation of everything done using ISA Management. This capability allows administrators to create scripts to automate repetitive tasks requiring the use of ISA Management; these scripts can then be included in batch files. By programming with the same administration objects that ISA Server uses, developers can provide persistent and configurable data storage for their programs and can have the ISA Server notify programs when the configuration data has changed. 

ISA Server administration scripting has a number of benefits, including saving time on tasks that are repetitive or need to be carried out on a number of servers or arrays. Other advantages include the following:

· Simplifies configuration changes. ISA Server Administration COM interface provides a unified and simple-to-use interface to access the configuration, whether it is stored in the system registry or the Active Directory. In other words, with ISA, you do not need to write code that accesses the Registry or Active Directory because the Save and Refresh methods of the COM objects save configuration changes for you. The objects thereby provide simple and comprehensive access to ISA Server configuration. The objects also use Active Directory in Windows 2000 when available, while hiding the storage implementation details from the developer. 

· Maintains consistency. ISA Server object methods that set the values of multiple-related properties with one method call check whether the combinations of property settings are valid and return errors if the properties are not set correctly. Consistency is maintained because your scripts do not assign conflicting property settings.

· Ensures that services receive changes. Most ISA Server administration objects have a Save method that stores changes. Services register to detect and use the new settings. This dynamic configuration allows services to receive notification of the changes without requiring the server to be stopped and restarted. Some changes do not take place immediately. For example, if a user is in an FTP session, revoking that user's FTP privileges does not cancel the current session. However, that user cannot request another FTP session. 

· Allows command-line and Windows scripting. Microsoft Windows Script Host is a language-independent scripting host for Microsoft ActiveX® scripting engines. It allows you to run ISA Server administration scripts from both the Windows desktop and the command prompt. 

· Real-time administration. You can create scripts that allow you to query and control the real-time state of your ISA Server arrays.

· Task scheduling. Using scripts, tasks that have to be performed on a regular basis can be scheduled to occur automatically. For example, you could create a script that would automatically back up configuration information.

· Scripting interfaces. Scripts can be easily incorporated into HTML pages. By incorporating scripts into an HTML page, you can create a scripting interface to ease administrative tasks. 
Application Filters

You can develop application filters that intercept, analyze, or modify any data stream. Application filters are extensions of the Firewall service that intercept and process data and provide protocol-specific traffic analysis and handling, and which are tightly coupled with Firewall policy. Application filters can access the data stream or datagrams associated with a session within the Firewall service. The filters are registered with the Firewall service and act according to events detected by the service. An application filter can perform protocol-specific or system-specific tasks, such as authentication and checking for viruses.

The ISA Server Software Development Kit includes sample filters, including an SMTP e-mail filter and SOCKS 4.3, with complete source code and step-by-step instructions. This information is particularly useful to application protocol providers, as well as to developers of content analysis and virus scanning tools.

Web Filters

You can create Web filters, based on ISAPI, for viewing, analyzing, blocking, redirecting, or modifying HTTP and FTP traffic. Web filters detect and process HTTP events. ISA Server implements a modified version of the Microsoft Internet Server Application Programming Interface (ISAPI) previously available only with IIS. 

Web (ISAPI) filters can intervene in the processing of HTTP requests. Web filters are dynamic-link libraries (DLLs) that are loaded when the ISA Server Web Proxy service is started and stay in memory until the service shuts down. Web filters can be configured to receive special filter-event notifications that occur with each HTTP request that the ISA Server Web Proxy service receives and with each response returned through the Web Proxy by an external Web server.

Extensible User Interface

You can extend the ISA Server interface with MMC snap-ins, providing seamless integration with the core UI. ISA Server Management is extensible, using MMC snap-ins. Any ISA Server node can be extended with a snap-in.

Extension snap-ins can extend the following: 

· The name space by adding scope pane child nodes

· Context menus

· Toolbars and toolbar buttons

· Property pages

· Taskpads

Extensible Alerts

You can define new events and scripts that are automatically launched in response to events. The ISA Server alert service can be configured to signal an alert when an event occurs that an administrator should be aware of, such as running out of disk space. The programmer can define a new event that is signaled by the component. He can then create predefined alerts, and the administrator can create additional alerts. The administrator can then define the actions for these alerts.

Extensible Storage

You can register additional information for storage with ISA Server configuration, centralizing management of add-in filters and tools. Third-party components can share and extend the ISA Server 2000 storage, creating new objects or associating additional information with system-defined objects. This is useful for incorporating persistent data into the ISA Server storage, such as definitions, rules, and configuration information. The benefits from this integration are:

· Abstracting the specific storage mechanism so that the vendor component does not need to know whether the ISA Server is running as a stand-alone server or as part of an array. Also implementing storage separately for local storage (registry-based) and Active Directory-based arrays. This provides support for promotion from a stand-alone server to an array with no loss of vendor data and no need to reconfigure the extension component.

· Sharing the vendor data, along with all ISA Server configuration information, among array members and propagating it as new servers are added to an existing array.

· Providing backup-and-restore capabilities to the vendor data, along with all ISA Server configuration information.

Broad Vendor Support

You can extend and enhance ISA Server with third-party content security, management tools, site blocking, reporting, and more. Dozens of third-party tools are available for ISA Server. Microsoft is working closely with vendors of content-security systems, such as virus detection, mobile-code blocking, content analysis, and intrusion detection. Access control systems provide regularly updated comprehensive databases of Web sites and categories for enhanced access control or monitoring. Reporting tools analyze ISA Server logs and produce detailed graphical reports, augmenting the ISA Server built-in reporting capabilities. Network monitoring and administration tools enable remote management, real-time tracking, and integration into enterprise-wide management consoles. You can find a list of these products on http://www.microsoft.com/isaserver/partners.

Comprehensive Software Development Kit (SDK)

You can develop your own Web filters, application filters, administration scripts and tools, and other extensions using the comprehensive SDK, with documented APIs and step-by-step examples. ISA Server includes documentation and sample code, allowing third-party developers to extend the product by creating components that work with and build on ISA Server. These components include application filters, Web filters, management tools, user interface extensions, and more.

Below is a list of extensibility mechanisms and API sets that you can use to extend ISA Server or build compatible and complementary technologies: 

· Admin COM object. Use this for programmatic access to the rules engine and all administrative options. You can read or modify policies, create rules, assign bandwidth priorities, and everything else that an ISA Server administrator can do in the UI. 

· Application filters. Create filters for the Firewall Service and SecureNAT that can intercept, block, analyze, modify, or otherwise manipulate any data stream on any port/protocol. A full step-by-step example (an SMTP filter) with complete source code is provided in the SDK documentation. 

· Web Filters. ISA Server can use Web filters, based on ISAPI, to control or inspect any HTTP or FTP traffic coming across the gateway. 

· MMC user interface. Your product can seamlessly integrate with the ISA Server Administrator and appear to be an integrated part of the ISA Server UI and name space. 

· Storage. Using FPCVendorParametersSets, you can add your persistent data to the ISA Server configuration information so that it is propagated in an array, backed up, and shared with ISA Server. 

· Caching. Use the FetchURL methods to programmatically preload the cache or modify the cache contents. 

· Alerts. Add your own events and alerts to provide a consistent UI and alerting mechanism to the ISA Server administrator. 

· Reporting. Support for the W3C Extended File Format and a well-documented log. 

Deployment Scenarios

ISA Server can be deployed in varied network topologies. This section describes some typical network configurations. While your actual network configuration may differ from those described here, the basic concepts and configuration logic may provide insights. Deployment scenarios cover: 

· Firewall scenario in a small network

· Connecting Remote Clients

· Enterprise policy scenario with VPN and routing 

· Web publishing scenarios

· Secure server publishing scenarios

· Perimeter network scenarios

Firewall and Caching in a Small Network

ISA Server can be deployed in a small network, providing the internal clients with secured connectivity to the network. Because of its multipurpose functionality, ISA Server can also act as the caching server for the internal clients. The scenario described in this section shows a typical setup and configuration for a small business with clients requiring access to the Internet.

Characteristics and Requirements

The corporation used in this scenario is a small office, with less than 500 users requiring Internet access. Most users require only Web access (HTTP or FTP), although one specific department also requires access to Windows Streaming Media Servers. The corporation needs a reliable method to provide Internet access in an environment with the following requirements:

· The ISA Server computer is the corporation’s only connection to the Internet.

· The corporation uses demand-dial connections when connecting to the Internet.

· The corporation does not want to deploy client software to all the users.

· Users must be able to access the network by dialing up from home or while traveling.

In this scenario, the corporation includes three departments: Sales, Research and Development, and Human Resources. Business needs stipulate that Sales and Research and Development are allowed unlimited HTTP access, but only to a specific list of Web sites. The Human Resources department is allowed HTTP access after hours. In addition, all employees can access Windows media applications after hours, but with lower bandwidth.

Network Configuration

In this scenario, ISA Server is set up on the corporate network to serve as the connection between the local network and the Internet. The users can be set up as firewall clients, Web Proxy clients, or SecureNAT clients. An access policy, configured on the ISA Server, stipulates which users are allowed to access the Internet. 

Setting up the ISA Server Computer

ISA Server is installed in integrated mode as a stand-alone server. A network dial-up connection is configured to dial to the Internet service provider (ISP). The ISA Server computer also has a network card connected to the internal network.
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The ISA Server computer has a modem. No other services (such as Web browsers, Outlook, or Terminal Server) are running on the ISA Server computer.

Setting up Clients

For the most part, the users require only Web access. For this reason, most clients are configured as Web Proxy clients. For Web Proxy clients, the Web browsers are configured so that the proxy server is the ISA Server computer. The proxy server port on the Web browser should be set to 8080, assuming that the ISA Server computer's outgoing Web request settings are also set to listen on port 8080.In this scenario, some users use Windows Streaming Media protocols; these users’ computers are also configured as SecureNAT clients. 

If the organization does not want to deploy client software to all its users, the users can be set up as SecureNAT clients. SecureNAT clients do not require any special software installed on the computer. The default gateway is configured to the ISA Server computer's IP address or to a router that routes requests to the ISA Server computer. That way, all requests to the Internet are forwarded to the ISA Server computer, which handles the request in accordance with the array or enterprise policy. 

Configuring the ISA Server Policy

After setting up the ISA Server computer, the administrator uses ISA Management to implement the access policy. 

Before creating policy rules, the administrator maps the organization’s business guidelines to the ISA Server’s policy elements. In this scenario, the administrator creates the following policy elements:

1. Because the different departments are allowed different access to the Internet, three client address sets are required, corresponding to each department. Each client address set includes the IP addresses of the computers in the three departments: Sales, Research and Development, and Human Resources.
Note If Firewall Client software is installed on the client computers, then Windows 2000 groups (of users) could be created, rather than client address sets. 

2. The business guidelines stipulate that specific sites on the Internet cannot be accessed. Therefore, the administrator creates a destination set, called “After Hour Sites”, that includes those sites. This way, the rules can be applied to the single destination set.

3. The business guidelines allow Internet access to all employees after the workday. Therefore, the administrator creates a schedule called After Hours, which can be used when creating rules that allow after-hour Internet access.

4. Because a dial-up connection is used to access the Internet, a dial-up entry called Call_ISP is created. The dial-up entry is used whenever the ISA Server needs to access an object on the Internet.

5. The streaming media protocols can be used, but lower bandwidth is allocated for this type of communication. Therefore, the administrator creates a bandwidth priority called Windows Media Bandwidth, with the outbound bandwidth and the inbound bandwidth set to 10. 

The administrator follows these steps to implement an access policy:

1. Creates a rule that routes Web requests to the destination server on the Internet. 
The administrator creates a routing rule and routes all client requests to the Internet. The routing rule is configured so that ISA Server retrieves requests for objects for all destinations directly from the specified destination (on the Internet), unless a valid version of the requested object is in the ISA Server cache. The routing rule is configured to use the Call_ISP dial-up entry, when a request is routed to the Internet.

2. Configures dialup in the Firewall chaining property sheet so that all requests for non-Web objects are routed to the destination server on the Internet. 
In this way, when a client requests an object from a server on the Internet, using a non-Web protocol, ISA Server dials out to the Internet, using Call_ISP dial-up entry. 

3. Verifies that a default site and content rule, allowing everyone access to all destinations exists. 
This rule was created when ISA Server was installed. However, users will only be allowed access after a protocol rule is created.

4. To allow limited Internet access for the users in the Sales department and in the Research and Development department, the administrator creates the following rules:

· A protocol rule, which allows the Sales and Research and Development client address sets to use the HTTP protocol, always.

· A site and content rule that allows the Sales and Research and Development client address sets access to all destinations except those in the After Hours Sites destination set.

· A site and content rule, which allows the Sales and Research and Development client address sets access to all destinations during the After Hours schedule.

5. To allow users in the HR department to use HTTP after the workday, the administrator creates the following rules:

· A protocol rule, which allows the HR client address set to use the HTTP protocol during the After Hours schedule.

· A site and content, which allows the HR client address set to access all destinations during the After Hours schedule.

6. To allow all employees access to streaming media content using limited bandwidth, the administrator creates the following rules:

· A protocol rule, which allows all users to use the MMS—Windows Media Client protocol during the After Hours schedule.

· A site and content rule, which allows all users access to all destinations during the After Hours schedule.

· A bandwidth rule that allows all users to use the MMS—Windows Media client protocol to access any destination with Windows Media Bandwidth priority.

Connecting Remote Clients

More and more employees are working from home, dialing in from their home computer to the corporate network. Furthermore, to save on phone bills, it is becoming increasingly common for employees to establish a VPN connection. In this scenario, the user dials in to the local ISP. On the other end, a server on the corporate network dials in to the ISP, and a tunnel is established between the two.

Characteristics and Requirements

In this scenario, remote clients need the ability to dial from home, via their private ISP, to the corporate network. On the other hand, the corporate network must be able to limit access to specific clients. 

Network Configuration

The ISA Server is configured as a VPN server to allow communication from specific remote clients to network resources. 

ISA Server is installed in integrated mode as a stand-alone server. A network dial-up connection is configured on the ISA Server computer to dial to the Internet service provider. The ISA Server computer also has a network card connected to the internal network. 

The VPN session should allow the client access to corporate network resources, such as DNS and WINS. The remote client computers must have a dial-up connection configured to dial in to the local ISP. 

Configuring ISA Server

After ISA Server is set up on the computer, the administrator uses ISA Management to configure the computer as an ISA Server VPN. The administrator does the following:

1. Uses the Client to Server VPN wizard to set up ISA Server to accept client connections. The wizard does the following:

Configures RRAS as a VPN server

Enforces authentication and encryption methods

Opens static packet filters to allow PPTP and IPSEC protocols.

2. Creates a network dial-up connection on the client computer, configured as follows:

Network connection type is VPN (select Connect to a private network through the Internet).

Destination address is the IP address of the ISA Server VPN.

Note If ISA Server is protecting access from the corporate network to the Internet, then the remote client has to be configured to use the ISA Server (or array).

Enterprise Policy Scenario

ISA Server Enterprise Edition can be deployed in a large, geographically dispersed network with arrays of computers deployed in the main office and at branch offices, as necessary to accommodate user needs. This allows corporate network administrators to centralize the security and caching policy for the entire corporation. It also alleviates performance concerns in the branch office, as an ISA Server can service user requests for Internet objects from the local cache.

Characteristics and Requirements

The corporation used in this scenario is a large corporation with headquarters in the United States and two branch offices, one in Canada and one in the United Kingdom. The entire corporation requires secure Internet access in an environment with the following requirements:

Internet access guidelines, determined at the U.S. headquarters, should be applied consistently throughout the corporation. For this scenario, all employees are allowed access to all sites, using the common Web protocols: HTTP, S-HTTP, and FTP. 

Extra firewall security in United Kingdom branch office. 

Low costs for connecting United Kingdom branch office to United States headquarters. 

The ISA Server computers in the United Kingdom branch office can cache local content (from Web servers located in the United Kingdom).

The cache server must be in place in Canada’s branch office so that content is closer to the employees in that office and Internet traffic is reduced. 

Network Configuration

Because the corporation requires a common enterprise policy for all the branch offices, the ISA Server Enterprise Edition computers must be installed as array members at all the branches, even though there is only one computer at each branch.

ISA Server Array at Headquarters

Each member of the array at headquarters is configured with two network interfaces: one network adapter to connect to the internal network and one network adapter to connect to the Internet. For this scenario, you can assume direct connectivity to the Internet service provider takes place through a router and a T1/E1 line with fallback to a backup dial-up line.

ISA Server Array at Canada Branch Office

The ISA Server computers at the Canada branch office are used to reduce the traffic along the pipe by caching Web content. Caching is used to store a local copy of the most frequently requested Internet URLs in dedicated disk drive volumes, with active caching occurring at the central office ISA Server array. This provides load balancing by offloading some of the work performed by the central office ISA Server computers. The ISA Server in the Canada office is installed in cache mode and is chained to the ISA Server in headquarters. The ISA Server computer has two network adapters: one is connected to a local router and the other is connected to a router at headquarters.

ISA Server Array at United Kingdom Branch Office

The ISA Server computers at the United Kingdom branch are set up with two internal network interfaces: one network adapter to connect to the local network at the branch office and a modem or ISDN adapter to connect to the Internet. User requests for local content (from Web servers located in the United Kingdom) are routed directly to an Internet service provider. All other requests are routed to headquarters.

The ISA Server array in the United Kingdom is set up in integrated mode, serving as the branch’s firewall and cache server. The ISA Server is connected via a VPN to the array at headquarters. 

Corporate configuration

The figure below illustrates the network configuration.
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Configuring the ISA Server Policy at Headquarters

After setting up the ISA Server computers at headquarters, the administrator uses ISA Management to implement the access policy. The enterprise policy is configured at headquarters and is applied to all the arrays in the enterprise (Canada branch office, United Kingdom branch office, and headquarters). Additionally, employees at headquarters can access Windows Media Streaming content.

The enterprise administrator performs the following steps:

1. Creates the following enterprise policy element:

· Client address set, called Headquarter Employees, which includes IP addresses for all the computers of employees at headquarters.

2. Creates an enterprise policy, called Corporate Policy, with the following rules: 

· A site and content rule that allows everyone access to all sites, always.

· A protocol rule, which allows everyone to use the following protocols: FTP, FTP Read-Only, HTTP, and HTTPS.

· A protocol rule, which allows the Headquarter Employees client address set to use the MMS Windows media (client) protocol.

3. Configures the enterprise policy settings as follows:

· The Corporate Policy enterprise policy is applied to all arrays.

· Array policy is allowed in that array administrators can create rules that further restrict access.

4. The United Kingdom branch office connects to the ISA Server array at headquarters via a virtual private network. At least one of the ISA Server computers in the United States must be configured as a VPN server. The administrator performs the following steps:

· Configures the local address table on the ISA Server in the United States, adding the address ranges of the network in the United Kingdom.

· Uses the Local ISA VPN Server wizard to set up ISA Server for VPN connections. This wizard starts RRAS and creates the dial-on-demand interfaces required to receive connections from remote VPN servers. 

The wizard creates IP packet filters, depending on which protocol you select: L2TP or PPTP. It also sets the static routes to forward traffic from the local network to hosts on the remote network via the tunnel.

The wizard also creates a .vpc file, which is used by the remote VPN server (in the United Kingdom) when configuring the ISA Server. This does both of the following:

· Enables PPTP access. 

· Enables IP routing. 

Note The enterprise-level access policy rules are also applied to clients at the United Kingdom branch office.

Configuring the ISA Server Policy at the Canada Branch Office

Since the ISA Server in the Canada branch office is on the headquarters' network, it requires only one network adapter, which connects it to the ISA Server at Headquarters.  

The enterprise policy is applied to the ISA Server in the Canada branch, so no specific access policy rules need to be configured here. The administrator configures just the caching policy.

Scheduled content download jobs can be configured to pre-cache specific content at the branch offices. This further improves perceived network performance.

The enterprise administrator performs the following steps:

1. Configures a routing rule that redirects requests from Web Proxy clients to the upstream ISA Server at headquarters. 
Alternatively, the administrator can set the branch of the ISA Server default gateway to the upstream ISA Server. Then, when the routing rule is configured so that requests are retrieved directly from the specified destination. 

2. Creates scheduled content download jobs to download frequently accessed objects to the local cache. If the objects are already in the cache at headquarters, they are downloaded from there. Otherwise, the ISA Server computers at headquarters forward the requests on to the Internet.  

Configuring the ISA Server Policy at the United Kingdom Branch Office

The branch office in the United Kingdom is connected over the Internet, via VPN, to the headquarters. 

The administrator performs the following steps to configure the United Kingdom branch office as a VPN server:

1. Set up a DNS server on the remote network that is secondary to the corporate network domains typically accessed. The DNS server should use a DNS server on the Internet as a forwarder to help resolve all other name queries. 

2. Configure the local address table on the remote ISA Server (in the United Kingdom branch office), adding the address range of the corporate network (in the United States). Any external (Internet) IP addresses must be excluded. 

3. Use the Remote ISA VPN Server wizard to set up the remote network's ISA Server for VPN connections, using the .vpc file created by the enterprise administrator at headquarters.

The Remote ISA VPN Wizard sets up a remote ISA VPN server, which can initiate connections to a local ISA VPN server. The wizard uses the .vpc file that the Local ISA VPN Wizard creates to create the dial-on-demand interfaces that are required to initiate connections to a specific local VPN server. It also configures the IP packet filters required to protect the connection and sets the static routes to forward traffic from the local network to hosts on the remote network via the tunnel.

The administrator creates routing rules to specify which requests should be routed to the array at headquarters and which requests should be routed directly to an ISP in the United Kingdom. 

1. Creates a routing rule that routes all requests for Internet objects in the United Kingdom (.uk suffix in the domain name) directly to the Internet. 

2. Creates a routing rule that routes all requests for Internet objects not on servers in the United Kingdom (.uk suffix in the domain name) to the upstream ISA Server array at headquarters. 

Web Publishing Scenarios

The Web publishing functions of ISA Server benefit organizations that want to securely publish Web content from within their protected intranet. ISA Server can protect an organization's Web server that is hosting a commercial Web business or providing access to business partners. The ISA Server impersonates a Web server to the outside world, while the Web server maintains access to internal network services.

The Web server you are publishing can be located either on the same computer as ISA Server or on a different computer, though we typically recommend a separate server be used.

The following sections detail network configurations for Web publishing scenarios.

Configuring the ISA Server Computer 

Regardless of how you set up the Web publishing scenario, ISA Server must be configured to listen for incoming Web requests. The incoming Web request properties specify which IP addresses and ports on the ISA Server computer listen for incoming Web requests. The incoming Web request properties also determine the necessary authentication required when accessing internal servers.

Configuring DNS Server

When you publish Web servers, external clients may need to resolve their names, using the internal DNS server. As such, the internal DNS server is a publishing server. If the DNS Server is a SecureNAT client, then no configuration is required. After you install ISA Server, create a server publishing rule on the ISA Server that publishes the DNS Server.

Web Server on Local Network Scenario

In a common Web publishing scenario, ISA Server secures content on internal Web servers, located on computers within the local network. The corporation described here publishes two Web sites: http://example.Microsoft.com/Marketing and http://example.Microsoft.com/Development. The content for the sites are on two separate internal Web servers: mktg and dev, respectively. When an Internet user requests an object on example.microsoft.com\Marketing or example.microsoft.com\Development, the request is actually sent to the ISA Server computer, which routes the request to the appropriate Web server.
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Notice that the IP addresses of the Web servers are never exposed. Instead, the Internet users gain access to the Web servers by specifying the ISA Server computer's IP address.

The administrator performs the following steps to publish the internal Web servers: 

1. Verifies that the DNS server maps the fully qualified domain name to the IP address of the ISA Server computer. Internet clients use the domain name to request content. 

2. Configures the ISA Server incoming Web request properties. The IP address should include the IP address of the external interface. 

3. Creates the following policy elements:

A destination set, called Marketing, which should include the computer example.microsoft.com and the path \Marketing\*.

A destination set, called Development, which should include the computer example.microsoft.com and the path \Development\*. 

4. Configures the following rules:

· A Web publishing rule with the following parameters that publishes the Mktg computer, setting the destination set to Marketing. 

· A Web publishing rule with the following parameters that publishes the Dev computer, setting the destination set to Development.  

Web Server on ISA Server Computer Scenario

Some organizations may install the Web server and the ISA Server on the same (physical) computer. 

The corporation used in this scenario (illustrated below) publishes a Web site located at http://widgets.microsoft.com.
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In this scenario, the administrator can configure ISA Server to publish the Web content in one of the following manners:

· By creating Web publishing rules

· By creating IP packet filters

The following sections describe how to configure ISA Server, using these methods.

Using Web Publishing Rules to Publish Web Server on ISA Server Computer

In this scenario, the administrator configures the ISA Server computer to listen for incoming requests on port 80 of the external interface card. By default, the Web server also listens on port 80 for incoming requests. 

To avoid this conflict, the administrator must perform one of the following:

· Configures the Web server so that it listens on a port other than 80 or on a different interface card. Then, creates a Web publishing rule on the ISA Server that forwards requests to the appropriate port on the Web server.

· Configures the Web server to listen on a different IP address. For example, the Web server can listen on 127.0.0.1. In that way, the Web server listens only for requests from the local computer (that is, ISA Server).

Using Packet Filtering to Publish Web Server on ISA Server Computer

Another way to publish a Web server located on the ISA Server computer is by configuring IP packet filters. The IP packet filter passes all packets arriving on port 80 on to the Web server (located on the ISA Server). That is, the packet filter allows the Web server to listen on port 80 for the incoming Web requests.

Note that in this case, there is no conflict for outgoing Web requests, as ISA Server listens on port 8080; whereas the Web server listens for requests from internal clients on port 80. However, the automatic discovery feature of ISA Server should not be configured to listen on port 80.

The administrator performs the following steps to publish a Web server located on the ISA Server computer:

1. Enables packet filtering. 

2. Creates an IP packet filter, which allows all inbound TCP packets arriving on port 80 on the ISA Server computer’s external IP address. 

3. Disables automatic discovery. 

Note Since port 80 is used by IIS, do not create Web publishing rules when using the method described here to publish the co-located Web server. Automatic discovery can be used on port 8080. Further, it can be used if you configure a DHCP server.

Secure Server Publishing

As business-to-business e-commerce becomes more prevalent, more organizations realize the need to protect internal servers, while at the same time making them accessible to specific external users. The reverse publishing feature in ISA Server facilitates securing internal server access by external clients.

A common ISA Server scenario involves securing the SMTP communication of mail servers. For example, ISA Server can protect a Microsoft Exchange Server. The Exchange Server Setup Wizard configures the policy needed to allow communication between an Exchange Server computer and the Internet. The wizard adds a set of server publishing rules, which redirect communication from Internet users at a particular port to a specified internal IP address. The wizard also creates protocol rules that dynamically open ports for outgoing communication. 

The Exchange server that you are publishing can be co-located on the ISA Server computer or on the local network. The following sections describe some Exchange Server publishing scenarios.

Exchange Server on Local Network

In this scenario, the Microsoft Exchange Server computer is on the local network, protected by the ISA Server computer, as illustrated in the figure.
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You can use the ISA Server Mail Server Security Wizard to configure the Exchange Server so that it is available to external clients, using one or more of the following protocols:

· Messaging Application Programming Interface (MAPI) 

· Post Office Protocol 3 (POP3) 

· Internet Messaging Access Protocol 4 (IMAP4) 

The wizard creates one or more server publishing rules, corresponding to each mail service that ISA Server protects. The server publishing rules created by the wizard have the following parameters:

· The mail server's internal IP address 

· The external address exposed by the ISA Server 

· The protocol for the selected mail service 

The new rules created by the wizard are all named with the prefix Mail wizard rule.

The Mail Server Security Wizard also creates protocol rules to allow outgoing mail traffic. The protocol rules have the following parameters:

· The protocol is SMTP (client). 

· The client set includes the internal IP address of the Exchange Server computer.

Name Resolution for Clients

Since POP3, IMAP4, and HTTP clients can access the computer that is running Exchange Server either by DNS name or IP address, it is recommended that you map the DNS name used by mail clients to the ISA Server computer's external IP addresses. 

For MAPI clients, a DNS server on the Internet must resolve the name of the computer running Exchange Server and match it to an IP address on the ISA Server computer's external network interface card. Note that, in this case, the DNS server should map the internal name of the Exchange Server computer to the ISA Server external IP address. Therefore, the server type should be set to Server and not to Mail server.

Exchange Server on the ISA Server Computer

In this scenario, ISA Server and Exchange Server are on the same computer, as illustrated below.
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You can use the Mail Server Security Wizard to publish the Exchange server located on the ISA Server computer. In this scenario, the Mail Server Security Wizard creates an IP packet filter. IP packet filters are created for each mail service that you select. For example, suppose you run the Mail Server Security Wizard and specify Outgoing SMTP mail and POP3 client requests. In this case, the following IP packet filters will be created:

· An IP packet filter allowing Inbound TCP connections on local port 25 from any remote port (to allow incoming SMTP packets). 

· An IP packet filter allowing Outbound TCP connections on all local ports from remote port 25 (to allow outgoing SMTP packets). 

· An IP packet filter allowing Inbound TCP connections on local port 110 from any remote port (to allow incoming POP3 packets). 

· An IP packet filter allowing Outbound TCP connections on all local ports from remote port 110 to allow outgoing POP3 packets). 

Note In this scenario, Outlook clients cannot access the Exchange server from outside the local network.

Perimeter Network Scenarios

A perimeter network (also known as a DMZ, demilitarized zone, and screened subnet) is a small network that is set up separately from an organization's private network and the Internet. The perimeter network allows external users access to the specific servers located in the perimeter network, while preventing access to the internal corporate network. An organization may also allow very limited access from computers in the perimeter networks to computers in the internal network.

A perimeter network is commonly used for deploying the e-mail and Web servers for the company. The perimeter network can be set up in one of these configurations:

Back-to-back perimeter network configuration with two ISA Server computers on either side of the perimeter network. 

Three-homed ISA Server with the perimeter network and the local network protected by the same ISA Server. 

Back-to-Back Perimeter Network Scenario

In a back-to-back perimeter network configuration, two ISA Server computers are located on either side of the perimeter network. (A perimeter network is also known as a DMZ, demilitarized zone, and screened subnet.) The figure illustrates a back-to-back perimeter network configuration.
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In this configuration, two ISA Server computers are hooked up to each other, with one connected to the Internet and the other to the local network. The perimeter network resides between the two servers. Both ISA Servers are set up in integrated or firewall mode, thereby essentially reducing the risk of compromise since an attacker would need to break into both systems to get to the internal network.

The administrator performs the following steps to make the servers on the perimeter network available to external (Internet) clients:

1. Configures the local address table (LAT) on the ISA Server computer that is connected to the corporate network (marked ISA Server 2) to include the IP addresses of the computers in the corporate network. 

2. Configures the LAT on the ISA Server connected to the Internet to include the IP address of the ISA Server connected to the corporate network and the IP addresses of all the publishing servers in the perimeter network. 

3. Creates a Web publishing rule on the ISA Server connected to the Internet to publish the IIS Server.

4. Creates a server-publishing rule on the ISA Server connected to the Internet to publish the FTP server, configuring the server-publishing rule to apply to the FTP Server.

5. Creates a Web publishing rule to publish the IIS Server, configuring the rule to redirect requests to the hosted site. 

Three-Homed Perimeter Network Scenario

In a three-homed perimeter network (also known as a DMZ, demilitarized zone, and screened subnet), a single ISA Server computer (or an array of ISA Server computers) is set up with three network cards.

· One interface card connects to the corporate network's internal clients. 

· The second interface card connects to the corporate network's servers, which are located in the perimeter network. The IP addresses of the perimeter network should not be in the local address table. 

· The third interface card connects to the Internet. 

The figure illustrates this perimeter network scenario.
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The administrator performs these steps to set up a perimeter network with a three-homed ISA Server:

1. Configures the LAT to include all the addresses on the corporate network. The LAT should not include the addresses on the perimeter network. 

2. Enables packet filtering and IP routing. 

3. Create IP packet filters for each of the servers in the perimeter network. For each IP packet filter, the local computer should be specified as the IP address of the server on the perimeter network.

Summary

ISA Server provides the two elements that networks need most—security and increased performance. As two separate, but tightly integrated, services, the firewall and Web caching can be deployed separately on dedicated servers or installed together on a single box. Either way, you benefit from their tight integration with each other, the ability to apply policy consistently to both, and tight integration with the Windows 2000 operating system.

The ISA Server Firewall is a multilayer extensible enterprise firewall that routes requests and responses between the Internet and client computers, after determining if the communication is allowed. ISA Server also controls which computers on the Internet can be accessed by internal clients. ISA Server secures a network, allowing the implementation of business security policy by configuring a broad set of rules that specify which sites, protocols, and content can be passed through the ISA Server.

ISA Server offers such security options as packet filtering, alerting events, and logging. Administrators can restrict access to remote Web sites by domain name, IP address, and subnet mask. ISA Server can be used to create access and publishing policies that manage user-level security, client IP addressing, users, groups of users, bandwidth control, and time-of-day access control. ISA Server also features secure Web publishing, with a Web publishing rules feature that helps you define a publishing policy, protecting the internal publishing servers and making them safely accessible to Internet clients.

The ISA Server Web Cache stores frequently requested Internet sites in the cache so that the objects can be quickly accessed by clients—directly from the ISA Server, rather than from the Internet. The cache can be configured to ensure that it contains the data most relevant and frequently used by the organization on one hand, and accessed by Internet clients, on the other hand. 

ISA Server Web caching can be distributed across multiple ISA Server Enterprise Edition computers in arrays or chains of arrays, thereby saving on Internet connection costs. The ISA Server extensibility model enables other developers to offer additional tools that enhance security and performance.

ISA Server provides an integrated solution for two of the greatest challenges facing network administrators today: Providing secure Internet access with firewall technology and maximizing performance through caching. 

Whether deployed as a dedicated firewall or Web cache, or in integrated mode, you get the benefit of unified management and policy control. Firewall and caching are both deployed at the network’s edge, whether between a corporate network and the Internet or within a corporation, such as between branch offices or remote sites. This provides an opportunity for synergy and integration to ensure that the security and performance aspects of network connectivity are considered, planned, and deployed in tandem.

Deploying a separate cache and firewall without the ability to manage both consistently can lead to duplicate or incomplete administration and higher training and operations costs. ISA Server provides unified management, including logging, alerting, monitoring, and reporting, providing a comprehensive and accurate picture of an organization’s Internet usage and connectivity needs.

For More Information

For more information on ISA Server, visit http://www.microsoft.com/isaserver.

For the ISA Server Trial Guide, see http://www.microsoft.com/isaserver/techinfo/evalguide.htm
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